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North Korea’s National Cyber-Al Strategy

under Kim Jong-un
Strategic Perception, Capacity-Building,

and External Cooperation

Yoon, Hoonhee (Korea Institute for National Unification)

How is North Korea’s Al development evolving under conditions of
sanctions and isolation? Given the dual—use nature of Al and North
Korea’s cyber threat posture, it is essential to systematically assess the
country’s digital transformation. This article analyzes how North Korea
perceives the era of digital transformation, strengthens internal
capabilities, and builds external cooperation through the lens of national
strategy. In particular, it focuses on the cyber —Al nexus: rather than
treating cyber and Al as separate technologies, it conceptualizes them as
a mutually reinforcing feedback loop in which Al learns from data
generated in cyberspace and the results are fed back to enhance cyber
systems.

The findings show that, despite limited resources and isolation, North

Korea is intentionally and strategically promoting cyber —Al capabilities
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as part of a broader strategy for regime survival, social development, and
diplomatic leverage. At the same time, structural constraints — such as
data scarcity resulting from closed networks, chronic energy shortages, and
hardware limitations — significantly constrain this effort. By advocating
for an integrated approach to North Korean technological development,
this study underscores the importance of a holistic approach to North
Korea’s technological development and provides a foundation for future

research.
Keywords: North Korean artificial intelligence, Cyber - Al nexus,

national digital strategy, digital transformation, North

Korean science and technology policy
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